Can you spot the clues?

Example 1

+1(251) 509-9937

NETFLIX>>Your next billing circle has
been cancel visit

now to Update your acct and keep
enjoying our service

Example 2

11:36 \

Text Message - SMS
Today 11:28

Your Alphamega reward point balance
(12,038 pts) expires today, so it's
important to claim your reward
promptly.




Example 3

Netflix: Update your payment method Inbox x

Netflix Billing 29 Jan 2025, 12:54 (1 dayago) ¥y

tome -

From: Billing <kakaocomnetpro11@sopas.freshservice.com=
Date: Tue, 28 Jan 2025 at 23:31
Subject: Netflix: Update your payment method

NETFLIX

Dear Customer,

We urgently need your attention regarding your subscription.

Our system was unable to charge the subscription fee of 8.99 to the credit card on
file with us. You must act immediately on this matter to avoid interruption of your
sernvice.

Flease update your payment information as soon as possible to ensure
uninterrupted access to your account.

To update your payment information:

Update your payment information

If you need any assistance, please contact our support team immediately.

To maintain your service, prompt action is essential. We thank you for your prompt
response on this matter.

Sincerely,

Customer Service Team

[PayPal]: Your account access has been limited Exampl ed

Team Support services@paypal-accounts.com

' PayPal

Dear PayPal customer,

Your PayPal account is limited, You have 24 hours to solve the
problem or your account will be permanetly disabled.

We are sorry to inform you that you no longer have access to
PayPal‘s advantages like purchasing, and sending and receiving
money.

Why is my PayPal account limited?
We believe that your account is in danger from unauthorized users.

What can | do to resolve the problem?
You have to confirm all of your account details on our secured
server by clicking the link below and following the steps.

Confirm Your Information




5 Red Flags to Identify Phishing Emails

Suspicious Senders Poor Grammar Requests for
and Links and Spelling Sensitive Information
4 4 ®

Urgent Threats Unexpected or
and Demands Irrelevant Attachments



REAL VS FAKE
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How to Spot a Fake
Instagram Profile Fast
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Example 6

Send Money, Pay Online or Se: X -

C & estrategicosags.com

’ PayPal

Email or mobile number

Having trouble logging in?

or

Sign Up




